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a b s t r a c t
Information is being seen as the new ‘‘oil" for companies. Trading and negotiating personal data,
which includes data generated by owned smart devices, is gaining attention and acceptance in the
Internet of Things (IoT) era. There is a global trend to move towards open innovation ecosystems
that allow data owners to have better control over their data and privacy, choosing if/what and with
whom to share/trade specific data streams. Nonetheless, this requires the design of IoT ecosystems that
integrate automatic enforcing mechanisms to guarantee the delivery of the negotiated data, or still the
capability of making near-instantaneous payments for the data (in the form of micro-units). This paper
discusses the requirements that need to be fulfilled to properly support (micro)-payment in IoT, and
further the extent to which different blockchain technologies can fulfill those requirements. Based on
this analysis, our paper progresses the current state-of-the-art in three-respect: (i) by carrying out a
benchmark performance analysis between LN and other-like solutions; (ii) by integrating the Lightning
Network (LN) off-chain technology within an existing IoT ecosystem, developed as part of the bIoTope
H2020 project, and (iii) by designing a novel algorithm for payment channel fee reduction. Experiments
carried out in this paper show that LN outperforms traditional blockchain solutions under IoT-specific
constraints and objectives, and that an optimal parameter setting of the proposed algorithm can be
identified.
© 2020 Elsevier B.V. All rights reserved.

1. Introduction
The development of the Internet has brought forth a rapid
change in the society, from the introduction of e-commerce to
social media, it has become part of everyday life. The Internet
of Things (IoT) is an evolution of how the Internet can be used
and leveraged, providing smart connected things with the ability
to communicate over the World Wide Web with other things,
people, processes, which is also referred to as the Web of Things
(WoT) [1]. However, the reality is not as rosy as it may sound,
as today’s IoT is essentially a collection of isolated ‘‘Intranets of
Things’’, also referred to as ‘‘vertical silos’’ [2,3] where data is
siloed in a unique system, cloud, domain, and stay there, thus preventing market growth [4]. Contrary to vertically-oriented closed
systems, several organizations and standardization fora understood the need to move towards open innovation ecosystems [5–
7], which should allow Things’ owners to have full end-to-end
control over their data and privacy; for example choosing to
share/trade (or not) Thing-related data with a specific peer; deciding for which purpose personal data could be used, and so
∗ Corresponding author.
E-mail address: jeremy.robert@uni.lu (J. Robert).
https://doi.org/10.1016/j.future.2020.05.033
0167-739X/© 2020 Elsevier B.V. All rights reserved.

forth. Nonetheless, this requires the design and adoption of largescale IoT ecosystems that should facilitate the seamless discovery,
access and integration of heterogeneous, sensor-originated data
through the WoT, integrate automatic enforcing mechanisms to
guarantee the delivery of the negotiated data, or still the capability of making near-instantaneous payments for the data
(i.e., in the form of micro-units). The emerging blockchain movement brings interesting solutions to meet those requirements [3,
8], including distributed ledger and smart contract capabilities,
encryption mechanisms, etc. [9–13].
Blockchain is a technology that has found applications in various areas such as transaction processing, crowdfunding, or government cash management [15,16]. To date, a new use of that
technology and a complete new range of applications are made
possible with the introduction of the so-called ‘‘smart contracts’’
(payments becoming conditional on the state of variables) [17],
which is increasingly used in all sectors of our society for industrial, telecommunications, medical, or still consumer applications [18–20]. However, besides legal, cultural and organizational challenges, technical limitations of traditional blockchains
(e.g., bitcoin and Ethereum to name the most well known) cannot scale for wide-spread use. To overcome this issue, a new
range of blockchain solutions called ‘‘off-chain’’ protocols has
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Fig. 1. Stakeholders and possible interactions in large-scale IoT ecosystem [14].

emerged, consisting in temporarily moving some transactions
off-chain for computation elsewhere, and then returning a summary to the main chain. This approach is promising to better
meet IoT requirements in terms of privacy, security, throughput, and latency [21], as argued by Ron Resnick (EEA Executive
Director of the Enterprise Ethereum Alliance1 .). A number of
off-chain solutions have emerged in the recent years [22], the
most well-known today being the ‘‘Lightning Network (LN)’’ [23].
LN allows micropayments to be securely and bi-directionally
routed across multiple peer-to-peer payment channels, resulting
in enhanced scalability, throughput and latencies. Micropayments
in IoT applications could span from trading sensor-originated
data (e.g., temperature, humidity, home appliance or car-related
sensor data) to aggregated or processed data (e.g., historical maintenance datasets, prediction web service, etc.). At the time of
writing this article, we are not aware of any research initiative
that has focused on (i) investigating how to integrate the LN technology into large-scale IoT ecosystems; neither on (ii) evaluating
the extent to which LN outperforms traditional blockchain technologies. This paper tackles these two research and engineering
gaps with a threefold contribution:
1. a benchmark performance analysis between LN and otherlike solutions is carried out;
2. a framework for integrating LN with an existing IoT ecosystem is presented;
3. a novel algorithm for payment channel management and
fee reduction is designed.
While the first and second contribution are unique, to the best
of our knowledge, one may wonder to what extent the third one
differs from state-of-the-art studies focusing on the integration
of blockchain with IoT infrastructures. As will be further discussed and analyzed in Section 2, the current literature mainly
focuses on the definition of smart contracts for various IoT application purposes, but a very few focus on the integration of
micro-billing solutions in open IoT ecosystems, and even fewer
on improving existing micro-billing solutions. This makes our
research different.
The paper structure is as follows: Section 2 discusses requirements that need to be fulfilled when dealing with micropayments
in large IoT ecosystems, along with the extent to which off-chain
solutions could meet those requirements. Section 3 presents both
the proposed integration framework and algorithm for fee reduction. Section 4 presents the implemented framework and
experimental results; the conclusion follows.

1 https://entethalliance.org, last access Aug. 2019

2. Blockchain-enabled micropayments
Section 2.1 discusses the importance of supporting data trading and micropayment in large-scale IoT ecosystems. Section 2.2
provides a more-in-depth discussion about the building blocks
underlying any blockchain technology, and the extent to which
they impact on the overall system performance. Section 2.3 provides first experimental evidence that off-chain solutions outperform on-chain ones from a throughput, speed and fee transaction
perspective.
2.1. Need for micropayment in ecosystem-wide marketplaces
Several organisms and standardization fora understood the
need to work against the ‘‘vertical silos’’ model that shape today’s IoT [3,4] and to move towards the creation of open2 IoT
ecosystems [5] that offer efficient identification, discovery and
interoperation of data and services across platforms [24]. Among
other standardization fora and initiatives, let us cite the Alliance
for Internet of Things Innovation (AIOTI) launched by the EU [25],
the Open Platform 3.0TM at The Open Group, the OneM2M global
standards initiative [26], the IEEE Internet of Things (IoT) initiative [27], or still the International Technical Working Group on
IoT-Enabled Smart City Framework developed at NIST [28].
In the vision of a sustainable IoT ecosystem, it should be
possible to create a new value chain through establishing an
environment for data trading between different stakeholders, as
depicted in Fig. 1, namely between (i) end-users who own smart
objects (e.g., a smart fridge); (ii) data analysts (startups, SMEs. . . )
who may be interested in accessing smart object-related data to
deliver new services that fulfill untapped needs, whether enduser needs (e.g., offering a new service that proposes recipes with
food items that are going to exceed the best before date) and/or
business needs (e.g., generating some knowledge such as usage
patterns, failure prediction, which could benefit the (iii) fridge
manufacturer to improve the fridge design). As emphasized in
Fig. 1, various types of incentives between these stakeholders
could be imagined such as money returns, vouchers or even
‘‘helpful tip’’ transactions [29]. Digital marketplaces could be considered to help supporting such incentives schemes, acting as IoT
search engines for multimodal registration, discovery and trading
of data and services, as described in [5,14]. From a data/service
trading perspective, a key challenge is to step back from the
widely adopted centralized cloud approach that poses security
and privacy concerns [30,31], and move towards decentralized
and distributed systems [3,8,32,33].
The emergence of blockchain-based innovations have led to
a large number of consortia working on the design and implementation of decentralized digital marketplaces in the IoT era.
2 Within the meaning of ‘‘open’’ standards.
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Fig. 2. Blockchain Stack and Trade-Off problem.

platform is designed for edge-IoT platforms and not for largescale IoT ecosystems. Green et al. [36] introduce techniques for
constructing anonymous payment channels, which is not possible with LN-like solutions. Despite a few limitations of their
approach, discussed by the authors themselves, performance of
the proposed approach is not evaluated. [37] is, to the best of
our knowledge, one of the few studies that focus on horizontally
integrated IoT systems, which is what we refer to as ‘‘open IoT
ecosystem’’, in which the authors design a new protocol for
lightweight payments.
The next section discusses the requirements for micropayment in IoT environments, along with why traditional blockchain
cryptocurrencies fail to meet those requirements.
2.2. Requirements and challenges
Fig. 3. Overview of the different ‘‘off-chain’’ families/technologies (i.e., atomic
cross-chain swaps and payment channels).

Among well-known initiatives, let us mention the Trusted IoT
Alliance3 and IoTA foundation,4 the Enterprise Ethereum Alliance
(EEA), or still Flowchain.5 All these initiatives promote and/or
investigate different, but also common architectural design principles and best practices to meet IoT requirements at different
blockchain levels, which can be declined into [15]: (i) Networking; (ii) Consensus; (iii) Contract and (iv) Social, as depicted in
Fig. 2(a).
Over the past few years, an increasing number of scientific
studies have proposed blockchain-based IoT applications, as reported in Table 1. Even though the list is not exhaustive, it
shows that most of the papers focus on presenting a given architecture/application and associated smart contracts (cf., columns
respectively denoted by ‘‘Architecture’’ and ‘‘Smart Contr’’. in
Table 1), along with performance analyses (cf., column denoted by
‘‘Performance’’). Despite the importance of integrating blockchain
technologies in (large-scale) IoT ecosystems [34], too little work
has been done in this regard (cf., column denoted by ‘‘IoT Ecosys’’.).
Similarly, much remains to be done to support micro-billing in
large-scale IoT settings (cf., column denoted by ‘‘Micro-billing’’).
An interesting work for supporting scalable micropayments using
LN is proposed in [23], in which architectural designs and possible
use cases are described, however no experimental evidence of the
system performance are provided. In [35], the authors propose
an alternative solution to LN and Raiden Network, called FastPay, which aims at overcoming the hidden transactions problem
(i.e., the fact that payments are batched and the blockchain only
records the combined payments, losing information about the
raw payments). Although the approach is interesting, the FastPay
3 https://www.trusted-iot.org, last access Aug. 2019.
4 https://www.iota.org, last access Aug. 2019.
5 https://flowchain.co, last access Aug. 2019.

Despite the fact that micropayment is a hot topic in the literature [52,53], there is no coherent definition of what (or how
small) a micropayment should be. Popular commercial providers
dealing with digital transactions (e.g., PayPal) classify a micropayment as a payment of less than 5 USD6 , while other scholars or
studies consider it as low as a ‘‘fraction of a penny’’ [54], or still as
1.10−6 USD [55]. While traditional blockchain-based cryptocurrencies (e.g., bitcoin, Ether) can be beneficially used for the former
definition, they turn to be inappropriate for the latter due to the
incurred transaction (or processing) fees. Indeed, cryptocurrency
exchanges impose transaction fees that may become higher than
the cost to sell or buy sensor IoT data. For example, bitcoin
transaction fees reached ≈38 USD in 2017, while a pay-as-you-go
API call should not exceed a couple of cents.
In addition to the transaction fee concern, other requirements
make traditional blockchain solutions inappropriate to support
micropayment in large-scale IoT ecosystems, in which billions
of API calls – and thus transactions – need to be performed
on a daily basis [56]. Those requirements are mainly related to
the ‘‘Consensus’’ layer (cf., Fig. 2(a)), and particularly the fact
that traditional blockchain consensus protocols fail to meet key
performance dimensions. For example, bitcoin technology is very
efficient to make systems persistent, scalable and highly tolerant
to faults, but it offers very poor performance in terms of transaction speed, throughput, energy and privacy [57], as emphasized
in Fig. 2(b). To overcome those limitations, the ‘‘Off-chain Atomic
Swaps’’ paradigm has been introduced, which consists in offloading selected transactions from the main blockchain to a
trusted compute environment. This approach is gaining attention
and investment worldwide. The next section further discuss the
‘‘Off-chain Atomic Swaps’’ paradigm.

6 https://www.paypal.com/us/smarthelp/article/what-are-micropaymentsfaq664, last access Aug. 2019.
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Table 1
Overview of state-of-the-art integration framework regarding IoT & Blockchain.
Ref.

Platform/protocol

Architecture

Performance

Smart Contr.

Micro-billing

IoT Ecosys.

Description

[38]

PoS-like

✓

✓

✓

✗

✓

[39]

Ethereum

✓

✓

✓

✗

✓

[34]

Ethereum

✓

✓

✓

✗

✍

[40]

PoW

✓

✓

✓

✗

✗

[41]

Ethereum

✓

✓

✓

✗

✗

[42]

N/A

✓

✓

✓

✗

✗

[43]

Fast BFT

✓

✍

✓

✗

✗

[44]

Ethereum

✓

✓

✗

✗

✗

[45]

Po(Stability)

✓

✓

✗

✗

✗

[46]

PoW

✓

✗

✓

✗

✍

[47]

FlowChain

✓

✗

✗

✗

✍

[48]
[37]

Ethereum
Ethereum

✓
✗

✗
✓

✗
✓

✗
✓

✍
✍

[35]

Ethereum

✗

✓

✗

✓

✗

[49]

TumbleBit

✗

✓

✗

✓

✗

[50]

PBFT

✗

✓

✗

✗

✗

[51]

N/A

✗

✗

✍

✍

✍

[23]

LN

✗

✗

✗

✓

✗

[36]

Bolt

✗

✗

✗

✓

✗

Design of a blockchain-based framework for
food traceability
Design of a blockchain based monitoring
system for healthcare application by using
smartphones
Change dynamically the hash function to
improve performance
Improvement of the mining process efficiency
by controlling block number between IoT
devices and blockchain
Design of a novel decentralized auditing smart
contract in Ethereum
Design of an blockchain-based IoT architecture
supporting effective big data analysis in the
cloud
Design of a secure and lightweight
architecture based on a new software-defined
blockchain model and a BFT algorithm
Design of a new scheme for aggregating
blockchain data in periodic updates to reduce
the communication cost of wireless IoT devices
Design of a secure clock synchronization
scheme for blockchain-enabled IoT based on a
new Proof of Stability consensus
Access control framework based on blockchain
enabling to distribute access tokens using
smart contracts
Design of a new distributed ledger system for
peer-to-peer networks and real-time data
transactions
Design of a light client for Smart Cities
Design of a Ticket-Based Verification Protocol
minimizing the number of accounts needed for
an organization
Design of a secure fast payment protocol for
blockchain-based IoT
Design of a new fully bitcoin compatible
payment hub acting as intermediary for
off-chain payment
Design of a lightweight IoT information
sharing security framework preventing local
malicious behavior
Survey the privacy preservation in
blockchain-based IoT applications
Design of a new technology for improving
bitcoin transactions rate
Design of a new technique to build
anonymous payment channels

✓ addressed or considered

✗ not addressed or considered

✍ Partial, on-going or future work.

2.3. Towards the use of off-chain solutions in IoT ecosystems
Section 2.3.1 briefly introduces existing off-chain atomic swaps
mechanisms, which can be divided into two categories: heterogeneous and homogeneous off-chain swaps [22]. Section 2.3.2
provides a first benchmark analysis between technologies falling
within these two categories as well as with the most known
on-chain solutions: bitcoin.
2.3.1. Categories of off-chain atomic swaps
A well-known approach to conduct off-chain transactions consists in using a broker-like system (or cryptocurrency exchange
point) that maintains end-user accounts. To put it another way,
the transactions are offloaded to a custodian, whereby users
require trusting third party custodians to hold the tokens, update
user balances, and allow withdrawal/deposits [58]. However, this
approach requires to trust a third party to hold users’ fund,
leading to counterparty risk, as evidenced by the Mt. Gox event
(largest bitcoin exchange point) that lost bitcoins worth half
a million USD [59]. To enable interchangeability of digital assets across different blockchains without involving any broker or

centralized intermediary, atomic swaps mechanisms have been
introduced, also known as atomic cross-chain swaps. Two distinct mechanisms can be distinguished, as described in [22] and
depicted in Fig. 3, namely:

• heterogeneous off-chain swaps: they support interchangeability of assets at a predetermined rate between the parent blockchain, which is usually referred to as the ‘‘main
chain’’, and all additional blockchains referred to as ‘‘side
chains’’. Examples of heterogeneous off-chain swaps are
weiDex7 (between Ethereum, Aeternity, bitcoin, LockTrip)
and Elements by Blockstream [60];
• homogeneous off-chain swaps: Unlike heterogeneous off-chain
swaps that deal with different cryptocurrencies, homogeneous ones only deal with one cryptocurrency, where some
transactions are offloaded from the main chain to a trusted
compute environment. An example of homogeneous offchain swaps is Lightning Network (LN) [23], which relies on
bitcoin.
7 https://www.stateofthedapps.com/dapps/weidex, last access Aug 2019.
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Fig. 4. Bitcoin vs. LN from a (i) Throughput and (ii) Transaction fee perspective over a 1-month period.

In case of heterogeneous atomic cross-chain swaps, fees must
be paid on each of the chains that are part of the system (cf.,
Fig. 3), meaning that one transaction would incur multiple transaction fees. For homogeneous off-chain swaps, and particularly
in the context of LN that introduces the concept of payment
channels8 , users can conduct multiple transactions (valued at
micro-units) without committing all of them towards the main
chain. As a result, if a payment channel is kept opened on a
sufficiently long-term basis, the overall transaction fee can be
significantly reduced, or at least remain in profit. Furthermore,
one may expect that payment channels could also contribute to
greatly improve performance of blockchain-based IoT systems,
whether in terms of scalability, speed and throughput. To confirm
this, we conducted a first benchmark analysis, which is presented
in the next section.
2.3.2. On-chain blockchain vs. heterogeneous & homogeneous offchain atomic swaps: A comparison study
The objective of this section is to carry out a first comparison analysis between the well-known bitcoin (on-chain) cryptocurrency and two off-chain technologies respectively belonging
to the heterogeneous and homogeneous off-chain swaps categories. In this respect, we considered Sidechain (heterogeneous)
and LN (homogeneous). We evaluated the three technologies –
from a throughput, speed and transaction fee viewpoint – over a
one month period. The experiments were performed under Testnet3,9 which is the development instance of the public bitcoin
blockchain, although Testnet3 slightly differs in its valuation of
bitcoin and the mining difficulty. Experiments were run over a
1-month period.
8 A payment channel in LN follows specific steps in order to be successful:
1. A state is locked on the blockchain using multi-signature (form of smart
contract that provides irrefutable claims for users).
2. Users who are the party of the multi-signature have to update the state of
the blockchain among themselves by constructing and signing transactions that
could be submitted to the main chain at any given point in time (each new
updated transaction cancels out the previous one);
3. Users can decide to submit the state back to the main chain, thus resulting
in the closing of the channel and associated state.
9 https://en.bitcoin.it/wiki/Testnet, last access Aug. 2019.

Fig. 4(a) shows the extent to which LN and Sidechain allow
for performing a higher number of transactions compared with
bitcoin. Overall, on a daily basis, LN enables to carry out around
1000 times more transactions than Sidechain and 100.000 times
more than bitcoin. This result is not negligible in the context
of large-scale IoT ecosystems, where business transactions may
reach 450 billion a day by 2020 according to market prediction
estimates [61].
Fig. 4(b) provides insight into the overall transaction fee that
must be paid for each technology. For comparison purposes, we
considered a scenario where the end-user unlocks her/his LNrelated funds on a daily basis, leading to the closing of the channel
at a given point in time every day (midnight in our experiment).
Similarly with Sidechain, the end-user freezes her/his funds on
the main chain at midnight and waits for approx. 10 min before
the funds are claimed on the sidechain and used for transactions.
It should be noted that transaction payment values are randomly
selected between 0.001 and 0.0001 in order to approach micropayment’s reality. This experiment clearly shows that the use of
LN significantly reduces the overall fee on a daily basis, reducing
by around 1.000.000 times the fee paid if payment channels
where not used (i.e., difference between bitcoin and LN results).
Note that this reduction could be even more significant if the
channel would be kept open on a longer time-scale (e.g., on a
weekly basis). Likewise, the overall fee paid with Sidechain is
lower compared with bitcoin, but remains higher when compared
with LN.
Regarding the speed dimension, no comparison study was
conducted because the finding is well-known by the blockchain
community, namely that bitcoin aggregates transactions into
blocks that are approved on an average of 7 to 10 min apart, while
payments in LN are in principle instant and atomic (only constrained by the network bandwidth). Let us note that bitcoin confirmation period still exists but only when a LN channel is opened
or closed, which results in a bitcoin transaction. Sidechain, on
the other hand, has high latency mainly due to the fact that a
transaction from the main chain to the Sidechain requires the
7 to 10 min bitcoin approval time, adding multiple blocks to be
validated when getting the assets back to main chain. All in all,
each transaction cycle (main chain to sidechain, transactions and
then sidechain to main chain) requires approximately 1 hour on
average.

288

J. Robert, S. Kubler and S. Ghatpande / Future Generation Computer Systems 112 (2020) 283–296

Fig. 5. High-level overview of how LN could be integrated into an open IoT ecosystem & underlying digital marketplace.

2.4. Wrap-up
As a concluding section, the literature review presented in
Section 2.1 (see Table 1) has shown that a number of papers
deal with the integration of blockchain with IoT systems and/or
platforms. However, at this date, most of the papers focus on
defining smart contract logics for a given IoT application, but
too rarely tackle the micro-billing/payment problem in largescale IoT ecosystems. Furthermore, no study has ever proposed
an algorithm seeking to minimize transaction fees in off-chain
platforms, which is a key contribution of our research.
The comparison analysis previously presented has evidenced
that LN is a serious candidate to achieve efficient micropayment
in IoT settings. Given this, we introduce in Section 3 a framework
for integrating LN with an existing open IoT ecosystem, following which the algorithm for payment channel fee reduction is
detailed.
3. LN-based micropayment framework in IoT ecosystems
A brief introduction of Lightning Network (LN) is given in
Section 3.1. In Section 3.2, we present the framework proposed
for integrating LN into the open IoT ecosystem developed in the

bIoTope H2020 project [5,62], although this framework could be
generalized to any other off-chain-like technology. Finally, we
present in Section 3.3 the novel algorithm aiming to optimize
the closing/opening process of LN payment channels in order to
reduce the overall transaction fee.
3.1. Introduction to LN
LN was originally proposed in 2016 and has since seen an
increasing interest from the research community active, leading
to the release of the first stable version in 2018. LN is built on top
of bitcoin, aiming to solve the issue of bitcoin scaling and instant
micropayments. To this end, as a first step, LN performs transactions between two parties/users away from the main blockchain,
allowing parties/users to endlessly shift the funds between themselves, and in a near instantaneous way, without having to continuously update/synchronize with the main blockchain. This highly
contributes to increase transaction speed and scalability, while
reducing transaction/traffic load and associated fees on the main
blockchain (bitcoin in this case). To achieve this, LN relies on a
payment channel network - set up on top of bitcoin - that enables
the opening and closing of channels. The operational cycle of a
payment channel in LN consists of the following steps:
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1. channel funding enables the opening of a channel by
broadcasting a funding transaction to the main chain; once
validated, end-user balances are set up;
2. payment execution is made by sending a new commitment transaction reflecting the new balances;
3. channel closing is done when one of the two parties wants
to close the channel, resulting in sending the last updated
commitment transaction to the main chain;
4. punishment can be implemented in a contract in a way
that one channel party can keep all channel-related funds
if the second party misbehaves;
5. unbalancing exists when payments of a channel are made
in a single direction or if the balance of one party reaches
zero. In such a case, the transaction cannot be finalized;
6. multihop payment is also a key feature of LN in order to
enable payments between parties that do not have a ‘direct’
channel between them. Multihop payment is done via a
contract called Hashed Timelock Contract (HTLC) [63].
Although LN is still in its infancy, applications already exist such
as MOON.10 for shopping or LN.PIZZA to order pizza11 Let us note
that this paper does not attempt to change or improve the set
of mechanisms underlying the above-described LN’s operational
cycle, but rather to propose an additional module for both (i)
integrating it into an existing IoT ecosystem, and (ii) optimizing
the closing/opening process of LN payment channels in order
to reduce the overall transaction fee. This additional module is
presented in the next section.
3.2. Architectural framework for LN integration into the bIoTope
ecosystem
First and foremost, it is important to understand what an open
IoT ecosystem is aimed at, what it consists of, and what architectural design choices have been made in the bIoTope H2020
project. An important prerequisite for any successful open IoT
ecosystem is to create a solid foundation, both technologically
and economically viable, to ensure its take up by end-users. To
this end, appropriate building blocks to efficiently find, share
and compose distributed and heterogeneous data sources in and
across platforms must be set up. Such building blocks have been
summarized in Fig. 5. First, it is important to leverage the available vertically-oriented platforms and cloud endpoints through
open and standardized APIs, as thoroughly discussed in [2]. Second, IoT stakeholders must be provided with the necessary tools
and support to help (i) data owners to select what data/service
items they want to make available/visible to the user base engaged with the IoT ecosystem (cf., ❶ in Fig. 5), and (ii) data
consumers to search, trade and access valuable IoT data/service
items (cf., ❷). While the first stage (cf., ❶) has been detailed in [5,
62], the integration of LN with the bIoTope ecosystem has ever
been done so far. Such an integration is presented hereinafter.
A payment module, referred to as ‘‘LN module’’ in Fig. 5, has
been designed, which consists of four components:

• bitcoin node: it connects with the bitcoin network that
serves as the backbone of our payment system. This node
is necessary to operate a LN wallet and support the channel
opening/closing process;
• LN node: it implements the LN logic, among other things the
(i) opening and closing of payment channels between peer
systems; (ii) token generation; (iii) payment confirmation.
In bIoTope, this node serves both as wallet and payment hub
at the marketplace level;
10 https://paywithmoon.com, last access Dec. 2019.
11 https://ln.pizza, last access Dec. 2019.

Fig. 6. Sequence of exchanges using LN channels in an IoT ecosystem
marketplace.

• Web-service: it exposes the API to manage the token generation at the marketplace level, and the validation of payments
depending on the token validity;
• Web UI: front-end that allows data-consumers to interact
with the back-end system during payment operations.
Fig. 5 provides a high-level overview of both how the LN
module is integrated into the bIoTope ecosystem and how it
interacts with the different ecosystem stakeholders and components, spanning from the discovery of IoT data/service items
to their purchase and access (cf., ❷ to ❺). More specifically,
any data-consumer who has beforehand (i) registered to the
IoT marketplace; (ii) created a LN wallet; and (iii) discovered
(non-free) IoT data/service items, can proceed to the payment
for being granted with access to the selected items. Given the
example in Fig. 5 (i.e., data consumer wants to access data/service
items owned by ‘‘Platform G’’, cf. ❸), the marketplace requests
an LN-based invoice token – containing information needed for
payment – from the LN module. Once the payment has been
confirmed (❹), the user can proceed to calling/accessing the purchased data/service using the appropriate URL (❺). At each API
call, the IoT gateway requests the LN module (❹) for verifying the
token validity (e.g., checking whether the data consumer paid for
enough API calls).
As illustrated in Fig. 5, the LN module handles the money
transfer between the LN and bitcoin chains. In order to better
understand this process, Fig. 6 provides a detailed version of the
message exchange between the LN module (IoT marketplace),
the bitcoin blockchain, and the data owner/consumer. The LN
module, or the underlying LN node to be more precise, is in
charge of creating channels between data consumers and owners,
but also handling the routing of payments and associated data
in case more than one marketplace platforms would cooperate.
A request for channel creation is first sent to the bitcoin node,
after which the channel’s fund is locked if, and only if, the bitcoin
blockchain validates the associated transaction (cf., ➁ in Fig. 6).
Once the channel is opened, data owners and consumers can
perform as many micropayments as necessary with peers who
have, at least, one opened channel (cf., ➂). In the example given in
Fig. 6, the LN node takes care of routing micropayments through
channels 1 and 2 respectively. Once the data owner, or consumer,
wants to close the channel for releasing the associated funds (cf.,
➃), the LN node sends a notification to the bitcoin node in order to
submit the bitcoin transaction to the public blockchain. Channel
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Table 2
Variable & function description.
Variable/function

Description

chi,j
Ch

Existing channel between user i and hub j
Set of channels chi,j

open

close

Bchi,j , Bchi,j
Bt

closeChannel(chi,j )
openNewChannel(i, j)
computeCost(chi,j )

Cost paid to respectively open/close channel
chi,j
bitcoin fee at time t
Function call to close channel chi,j
Function call to create a channel between
user i and hub j
Function call to compute the cost of channel
chi,j (i.e., sum of bitcoin fees paid to
open/close chi,j )

associated funds are then unlocked upon successful completion
of the public bitcoin transaction. This figure emphasizes the possibility of carrying out a near infinite number of micropayments
within the channel, denoted by kth Tx in Fig. 6.
At this stage, it should be noted that various aspects could be
improved in LN, spanning from the routing strategy of transactions between different payment channels, to the optimization of
the opening/closing of channels to reduce the total transaction
fee. In the next section, we do propose an algorithm aiming at
reducing the overall transaction fee.
3.3. LN channel optimization algorithm
Minimizing transaction fees over time implies finding a tradeoff between releasing the channel-related fund when needed/
desired, while being cost-effective when opening/closing the channel(s). To do so, we propose a novel algorithm (see Algorithm
1) which is run at the data owner/consumer side in a periodical manner (i.e., interval of time based on which the data
owner/consumer wants to retrieve his/her fund, e.g., on a daily
or weekly basis). In other words, the digital marketplace and LN
module never take part to the channel closing decision-making
process.
Overall, the algorithm periodically checks for a given channel chi,j whether the current bitcoin fee at time t is (or not)
higher than fee at t − 1 (cf., Table 2 for more details about
each variable/function used in Algorithm 1). Considering the fee
volatility/inflation, we make the assumption that it is better to
close a given channel as soon as fees start to increase. If so, the
channel is automatically closed and a new one opened. Algorithm
1 finally returns the overall cost of all channels ∈ C h, which
corresponds to the sum of the bitcoin fees paid for opening and
open
close
closing a given channel chi,j (i.e., Bchi,j + Bchi,j ).
As will be discussed in Section 4, the proposed algorithm could
be more fine-tuned by adapting some of the conditions based
on which decision to keep opened/closed a channel is made. For
example, such a decision could depend on the amount of bitcoins
available at the data owner/consumer side, or still the amount
of bitcoin locked in a given set of channels. Nonetheless, such
parameters have not yet been taken into consideration in the
current version of the algorithm.
4. Experimental results
A set of experiments have been carried out with a twofold
objective: (i) to demonstrate the practicability of the proposed
LN-based micropayment framework in the context of the bIoTope
ecosystem (presented in Section 4.1) and; (ii) to show that the
proposed channel optimization algorithm contributes to reduce
the transaction fee cost (presented in Section 4.2).

Data: C h;
Result: Bchi,j ;
open

Bt −1 = Bchi,j ;
begin
Periodically
Bt ←− update(B);

// Latest bitcoin’s fee

foreach chi,j ∈ C h do
if Bt − Bt −1 ≥ 0 then
closeChannel(chi,j );
Bchi,j ←−computeCost(chi,j );

chi,j ←−openNewChannel(i, j);
end
Bt −1 =Bt ;
end
end
end
Algorithm 1: LN channel optimization run by user i

4.1. LN-based micropayment in bIoTope
As part of the bIoTope project, a digital (IoT) marketplace
called IoTBnB,12 standing for ‘‘IoT service puBlication and Billing’’,
has been developed to ease data trading between data owners
and consumers. The LN module described in Section 3 has been
developed and integrated with IoTBnB. Fig. 7 provides an indepth overview – in the form of a sequence diagram – of how this
module interacts with the different components and stakeholders
of the ecosystem, along with screenshots of the IoTBnB web
interface (note that numbering ➊-➑ used in the sequence diagram
corresponds to ones referred to in the different screenshots).
First, the end-user – referred to as ‘‘Consumer’’ in Fig. 7 – can
search for specific IoT data/service items. This can be done either
using the web interface (see ➊-➋) or the corresponding REST
API(s). In the scenario given in Fig. 7, the search is made using
the keyword Parking facilities Brussels (cf., web interface
➊). For the purposes of this example, the corresponding REST
API request message, which is designed based on the O-MI/O-DF
standards, is given in Fig. 8 where: (i) O-DF is defined as a simple
ontology, specified using XML Schema, which is generic enough
for representing ‘‘any’’ object and information that is needed for
information exchange in the IoT, and (ii) O-MI is specified at
the communication level, enabling peer-to-peer communications
between O-MI nodes/devices and supporting a number of messaging operations including subscription mechanisms (e.g., eventor interval-based subscription) [2,64]. In the request example
given in Fig. 8, the searchServices function is called (using
an O-MI read request), taking as input parameters the following
ones: (i) price: to search for services depending on a price range;
(ii) type: to search for services depending on what they refer
to (e.g. mobility, monitoring, smart home-related services); (iii)
reputation: to search for services depending on their reputation
(assuming the availability of a data/service quality-rating functionality at the marketplace level); (iv) GeoCoordinate: to search
for services depending on a given geographical area. While in
the following we showcase the practicability of our framework
through web interface screenshots, note that all the presented
steps could be achieved in a similar way using the IoTBnB REST
APIs.
Assuming that the end-user has identified and selected/added
one or more data/service items to her/his cart (cf., ➋), she/he
12 http://iotbnb.jeremy-robert.fr, last accessed May 2019.
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Fig. 7. Sequence diagram and associated web interfaces highlighting the LN-based micropayment functioning in bIoTope.

must pay for accessing the underlying data/service resource (cf.,
➌). Although the payment model could differ depending on the
digital marketplace, the model considered in IoTBnB is based
on the pay-as-you-go API call model. When proceeding to the
payment, IoTBnB redirects the end-user to the LN module (cf., ➍ in
Fig. 7). Assuming that the user has beforehand filled out her/his
profile (wallet-related address, etc.), the LN module retrieves all
the necessary information to proceed to the payment (e.g., the

wallet balance, as shown in ➎). Given the balance, the payment is
then performed (cf., ➏), thus resulting in a completion notification
(cf., ➐). Upon successful payment completion, the end-user is
provided with an URL and a token (cf., ➑) that allow her/him to
access the purchased IoT data/service in a peer-to-peer manner
on the corresponding (remote) IoT gateway. What is important
to understand here is that IoTBnB does not collect/store any data
but only the data/service description (i.e., metadata). In other

292

J. Robert, S. Kubler and S. Ghatpande / Future Generation Computer Systems 112 (2020) 283–296

Fig. 8. IoTBnB standardized REST API to request for existing IoT data/services in a given geographical area.

words, IoTBnB is only aimed at providing end-users with the
necessary information and access rights to access, in an ad-hoc
manner, specific data/service items on the corresponding remote
IoT gateway(s), as illustrated through the ‘‘1st API access’’ phase
in Fig. 7 (cf., ➒). At each API call, the IoT gateway therefore checks
with IoTBnB the token validity. If valid, the gateway returns the
requested data/service. After a given period of time, denoted T
in Fig. 7, the LN channel is closed by the LN module, resulting
in the release of the funds between the data consumer and
publisher. Note that the channel closing process is not dependent
on whether the end-user is still granted access to the purchased
data/service, but it is intrinsically linked to the LN functioning.
As a consequence, to make the process fully transparent for endusers, a new channel is automatically opened after its closing. As
highlighted in Fig. 7, the end-user can keep accessing/requesting
the purchased data/service as long as the token is valid.
Beyond this proof-of-concept, which shows the feasibility of
using/integrating LN with the bIoTope ecosystem, it is important to evaluate the overall system performance. The comparison
analysis whose presented in Section 2.3.2 has evidenced that
LN outperforms bitcoin and Sidechain in terms of throughput,
speed and transaction fee. In the next section, we present a
second analysis seeking to evaluate how the proposed LN channel
optimization algorithm (cf., Section 3.3) performs in terms of
transaction fee savings.

4.2. Evaluation of the LN channel optimization algorithm
As was discussed in Section 2.3.2, experiments in our study
were performed under Testnet3 over a 1-month period
(04/11/2019 to 03/12/2019). As part of our experimental setting,
only one LN payment channel denoted by chi,j was set up and
maintained between two end-nodes i and j, which correspond to
the data publisher and consumer phones. The closing date of the
channel, denoted by tclose , is performed on a daily basis (e.g., at
15:00 every day, as depicted in Fig. 9). As part of our experiment,
Algorithm 1 is applied considering a closing/opening tolerance
period τ (cf., Fig. 9), whose maximum tolerance period is set to
5h (i.e., τ = 5). Note that if the condition described in line 6 of
Algorithm 1 is not reached at tclose ± τ , the channel is anyway
closed to ensure that the user can still unlock her/his fund on
a daily basis. The cost saving resulting from our algorithm was
measured for three distinct tolerance periods (1h, 3h and 5h),
denoted by ∆ = tclose ± τ .
Fig. 10 presents the cost saving resulting from the three tolerance periods. These experiments consist of the beginning of
a Monte-Carlo scenario since a stochastic phenomena exists in
the process of fee computation. Indeed, several parameters such
as the number of miners at a given time, the computational
complexity, the number of addresses involved in the transactions
are taken into consideration. The results show that closing the
channel at an early or late stage makes it possible to reduce
the overall transaction fee and thus save money (between 0 and
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Fig. 9. Logic underlying the proposed LN channel optimization algorithm.

7.54 mBTC, which is equivalent to 0 and 69.39 e in Aug. 2019).
However, it can also be seen that, for some days, the cost saving
is negative (up to 6.37 mBTC, equivalent to 0 and 58.62 e).
This means that the fees are higher than in the LN solution
without optimization, which can be partly explained due to the
fact that non predictable fee peaks occurred when only looking
at the ∆ timeframe (i.e., 1, 3 and 5h), although it has no direct
impact on the cost saving, as observed in Fig. 10. However, it
can be observed that the (maximum) losses are often lower than
the (maximum) gain, therefore leading to money savings when
running the algorithm on a long-term basis.
To confirm the above statement (i.e., money is saved when
running Algorithm 1 on a long-term basis), we present in Fig. 11
the average cost saving when running the algorithm over 3,
5, 10, 15 and 30 days. The result/finding is clear: the longer
the algorithm is run, the higher the cost saving. Indeed, when
looking at 30 days, a user can expect to save between 7.4 and
30.55 mBTC (cf., minimum value obtained in Fig. 11(c) for ∆ = 3
and maximum value obtained in Fig. 11(a) for ∆ = 3), which is
equivalent to 68.1 and 281.13 e in Aug. 2019. Beside this finding,
it is important to understand that we are dealing with the average
cost savings; as a result, it can be possible to lose fees, especially
when running the algorithm for 3 or 5 days as observed in our
experiments (beyond there are cost savings), whose min/max
values are respectively −6.99/11.82 mBTC and −8.13/9.59 mBTC.
Having said that, an end-user needs to be aware of the possibility
to lose money, in a similar manner as with the game theory, stock
exchange, or even life insurance financial product (but with more
important fees volatility), but this effect is strongly attenuated
over time, as above-discussed.
5. Conclusion, implications, limitations & future research
5.1. Conclusion
In today’s connected world, a flourishing number of concepts
and architectural shifts appeared such as IoT, Big Data and Cloud
Computing, which have reshaped the contours of traditional business models. Personal data is increasingly used in business value
creation, and can be seen today as the new currency that oils
the wheels of the digital economy. There is an increasingly tendency to move from vendor lock-in solutions to open innovation
ecosystems with a multifold objective: (i) increase the interoperability between vertically-oriented closed systems; (ii) give
citizens back control over of their personal data and simplify the
regulatory environment for business; (iii) foster joint capability
of collaboration, including collaborative processes for co-creation

Fig. 10. Cost saving per day of using the LN channel optimization algorithm
over a month (Nov. 4 to Dec. 3, 2017).

and co-specialization. This imposes the provision of automatic enforcing mechanisms to guarantee ad-hoc transfer of various types
of IoT data and services among various IoT stakeholders, as well
as secured near-instantaneous micropayments for data/service
access.
To achieve the above objective, our research is considering
‘‘off-chain’’ blockchain technologies in order to better meet the
IoT requirements in terms of privacy, security, throughput, and
latency, where traditional on-chain technologies usually fail. In a
nutshell, it consists in temporarily moving some transactions offchain for computation elsewhere, and then returning a summary
to the main chain. Within this context, this paper presents a first
experimental benchmark analysis to validate this claim, which
consists in the comparison of the well-known bitcoin (on-chain)
cryptocurrency with two off-chain technologies: Sidechain and
Lightning Network (LN). Results show that LN outperforms the
two other technologies, and thus proves to be more appropriate
for supporting micropayment in large-scale IoT ecosystems in
which business transactions may reach 450 billion a day by 2020.
In a second phase, we presented the architectural design choices
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‘‘off-chain’’ solutions (Sidechain and LN). This study has put in
evidence that LN better meets micropayment requirements in
IoT settings. Second, a novel LN payment channel optimization
algorithm is proposed, which could be used as a benchmark basis.
Finally, our research also presents a software engineering implication, as the successful integration of the LN technology into
an existing IoT ecosystem (and underlying digital marketplace)
is showcased. Even if this implication is not that relevant from
a scientific viewpoint, we believe that it can prove helpful for
blockchain and IoT practitioners.
5.3. Limitations & future research

Fig. 11. Average cost saving of using LN channel optimization for several days
(3, 5, 10, 15, 30).

made for integrating LN into an existing open IoT ecosystem,
which has been developed as part of the bIoTope H2020 project.
In a third phase, we proposed a novel algorithm that aims to
optimize the opening/closing of LN payment channels with the
overall goal to reduce transaction fees.
Despite showcasing the practicability of our software integration framework together with the digital marketplace underlying
the bIoTope ecosystem, we prove that the proposed LN channel
optimization algorithm helps to reduce the overall transaction
fees and thus achieve savings. Our experiments show that savings
are increasing over time, which can lead to increased savings on
a long-term basis.
5.2. Implications
This research presents two main theoretical implications. First,
it contributes to the literature on blockchain for IoT with a focus on the provision of micropayment transaction services. In
this respect, we propose a comparison study between three distinct blockchain technologies, one ‘‘on-chain’’ (bitcoin) and two

Several limitations of our research can be pointed out. First,
the proposed comparison/benchmark study should be extended
in three respects: (i) other off-chain technologies such as the ones
investigated by the Trusted IoT Alliance or Enterprise Ethereum
Alliance; (ii) the comparison study should be run over a longer
period in order to strengthen the analysis results and findings;
(iii) the comparison study should cover, to the extent possible,
the seven dimensions highlighted in Fig. 2(b) (only three out of
the seven dimensions being covered/evaluated in our analysis).
Second, the logic of the proposed LN channel optimization
algorithm does not take into consideration bitcoin price and
volatility predictions, while could lead to better decision-making
about the closing/opening of LN channels over time. In future
research work, we plan to consider state-of-the-art bitcoin prediction models to improve the efficiency of our algorithm. Among
other models, the ones proposed in [65–68] could be studied.
Third, the proposed integration of such LN framework within
the bIoTope ecosystem only relies on self-generated wallets hold
by the IoT marketplace (IoTBnB), which acts as a trusted third
party and thus raises concerns in terms of privacy and reliability.
Furthermore, the framework does not provide any wallet portability provision for transferring wallets from one ecosystem to
another [69]. Finally, wallets could be encrypted in future work
in order to improve security.
Fourth, one may wonder whether LN should be used for large
payments, and/or whether the opening/closing process of a channel should be adapted accordingly (e.g., taking into account the
transaction value instead of accounting/closing time). One potential research direction could be the study of a trade-off between
different possible parameters (incl., time, transaction value, and
potentially others), while taking into consideration end-user preferences.
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